Abstract-Passive radio-frequency identification (RFID) systems based on the ISO/IEC 18000-6C (aka EPC Gen2) protocol have typical read rates of up to 1200 unique 96-bit tags per second. This performance is achieved in part through the use of a medium access control algorithm, christened the Q-algorithm, that is a variant of the Slotted Aloha multiuser channel access algorithm. We analyze the medium access control algorithm employed by the ISO/IEC 18000-6C RFID air interface protocol and provide a procedure to achieve optimal read rates. We also show that theoretical performance can be exceeded in many practical use cases and provide a model to incorporate real-world data in read-rate estimation.
I. INTRODUCTION
T HE RATIO OF terrestrial radio and cellular telephone systems to the number of humans on earth is approaching unity and, in the past decade, a completely different kind of radio device has emerged and is poised to eclipse this ratio by three orders of magnitude. Rapid advances in CMOS technology have enabled the production of low-cost tags that are capable of reporting identity over a wireless link. These low-cost tags-usually costing on the order of tens of cents-are typically composed of a few thousand gates of silicon, and have little, if any, general purpose computing power available to them beyond responding to commands from an interrogator or reader. This asymmetry between the interrogators and the tags is further amplified by the fact that, in many applications, tags are passive, i.e., they do not have an on-board source of power; rather, they obtain it by harvesting power from the electric, magnetic or electromagnetic field generated by the interrogators.
There are a large variety of medium access control (MAC) methods employed in multistation communication systems today. Each of these methods makes certain assumptions-computing power, frequency selectivity, ability to sense a carrier or collision in the channel, clock synchronization, etc., about the capabilities of the participating stations. Viewed from this perspective, a typical passive Radio-frequency identification (RFID) scenario consisting of several tens or hundreds of tagged cases arrayed on a pallet represents tens or hundreds of stations within a few feet of each other with no spare computing resources, frequency selectivity, or the ability to synchronize with other stations. Another challenge arises from the fact that the population of stations is moving in space and can fade in and out of visibility depending on whether or not the station is able to receive power from the interrogator.
This paper analyzes the efficiency of the MAC layer ISO/IEC 18000-6C RFID air interface protocol, hereafter referred to as the Gen2 protocol, or simply Gen2 [1] . It is organized as follows. In Section II, we provide an overview of the application context where our efficiency analysis is most relevant. In Section III, we review the ALOHA MAC protocol, on which the Gen2 MAC layer is based. Then, we review the assumptions and the operation of the Gen2 MAC protocol and introduce the terminology and notation used in the remainder of this paper.
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II. APPLICATION CONTEXTS
Recent developments in RFID technology and corresponding international standards [1] have spurred the deployment of passive systems in applications ranging from inventory management of consumer packaged goods to tracking medical equipment in hospitals to counting poker chips on gaming tables. There are several different application contexts that are addressed by passive RFID systems. Each of these contexts might place a distinct performance requirement on the RFID system. As one way of categorizing these contexts, consider the following matrix in Table I .
The first row of Table I describes a scenario where there is an unknown (but bounded) number of tags in the interrogation field of a reader for an a priori unknown duration. These tags are moving through the read field rapidly. Such a situation might occur in a retail distribution center where a pallet of tagged cases is being transported on a forklift through a portal where readers are located. In this scenario, the reader is required to read as many tags as possible in the window when tags are visible to the reader. This duration is a function of both the beamwidth of the reader antenna as well as the velocity of the forklift that is moving the pallet through the field. The duration is usually unknown because the forklift typically moves through the read field at an unknown velocity between one and six miles per hour. In the second row, we have a scenario that might occur at the checkout counter of a supermarket. The number of tags is still unknown, whereas the (human) shopper is moving through the read field much more slowly. In this case, the number of tags is typically lower than in the previous case, and the available duration is higher. The use case described in the third row is fundamentally different from the both the first and second cases. Here, the number of tags is known a priori, as is the duration that is available to the reader to read the tag. However, because the tags are moving at high velocities, the duration is extremely short. As an example, with a conveyor that is moving single packages at 3 m per second (approximately 600 feet per min), a reader with a read field width of 1 m has about 330 ms to successfully read a tag. Here, the goal of the reader is to guarantee a single read in a short duration. This goal requires a different reading strategy than that for the first case.
Our analysis in this paper will focus on the first case presented in Table I -the reader is required to read an unknown number of tags as fast as is allowed by the protocol.
III. THE ALOHA MAC PROTOCOL
The ALOHA protocol was the first system to employ broadcast radio communications to allow simultaneous computer and user communications [2] . In this protocol, the simplest version has a number of users with access to a shared broadband channel. Any user may communicate at any time. If a user does not receive an acknowledgement within a reasonable amount of time, it will consider the receipt of that packet unsuccessful and retransmit the packet. Making the assumption that user transmission follows a Poisson traffic model, the expected rate of traffic of data per interval , with collisions that occur between any two users over intervals is
The capacity of this pure Aloha model is maximized when and the maximum capacity is . For the case where specific time intervals for communication are delineated or slots are created, collisions that occur between any two users is restricted to a single time interval . Therefore, the capacity is
The capacity is maximized when and the maximum capacity is , which is double the pure ALOHA case. A plot of these is shown in Fig. 1 .
IV. FACTORS AFFECTING GEN2 PERFORMANCE

A. A Brief Review of the MAC Subsystem of the Gen2 Protocol
The Gen2 protocol is fully specified in [1] . In a typical scenario, one interrogator remotely powers up a population of tags and engages in an anti-collision protocol to disambiguate them and read their unique identities and any data payload stored in the tags. An interrogator manages a population of tags using three basic operations-select, inventory, and access. Selection is the process by which an interrogator divides all available tags into different subpopulations. The inventory process, which is the focus of our interest in this paper, enables the interrogator to identify all tags within a given subpopulation. Finally, access commands allow an interrogator to complete specific transactions like reading and writing identity and data with a particular tag.
We will use Fig. 2 to introduce several important terms and concepts in the Gen2 protocol. The protocol begins with a Select command that restricts the interrogator's attention to a given population of tags. After time of selection, the interrogator is required to issue the all-important Query command. Embedded in this command is a parameter which can take on values from 0 through 15. The role of in determining the efficiency of the protocol is more fully described below. If and there is only one tag in the field of the interrogator, the tag responds to the query by backscattering an RN16, a uniformly distributed 16-bit random number, within time . The interrogator broadcasts the same RN16 within time . Once the tag which sent the RN16 receives this acknowledgment, or ACK, it backscatters its ID, labeled in Fig. 2 , which is then decoded by the reader. If, instead of being 0, it had a finite value , then the single tag in the field responds to a Query in one of slots with uniform probability of selecting a slot. Assuming our tag selected a slot counter value other than 0 (this is a uniformly distributed random number, see V below), it needs to receive a QueryRep command from the interrogator to cause it to decrement its slot counter by one. This process continues until the slot counter is 0, after which the procedure described in the preceding paragraph is followed. Since passive tags are very simple devices without the ability to detect a collision in the channel and backoff (i.e., CSMA/CD [3] ), a priori random slot selection is a substantially lower cost and power alternative to implementing a multiple-access mechanism.
The situation is much the same with multiple tags in the field, with one important difference. Since tags have no way of coordinating their responses with each other, there is now a finite probability of tags selecting the same slot, i.e., their responses collide in the channel. It is up to the interrogator to detect the collision and issue a new Query or QueryAdjust command to resolve this collision. The latter command simply increments or decrements the value of , thereby doubling or halving the number of slots available to the tags.
The correct choice of in any round of the protocol is critical to achieving optimal read rates. Intuitively, if the number of slots relative to the number of selected tags is very high, then the probability that there is collision in any given slot is low, and the number of correctly decoded tags is close to the number of selected tags. The drawback here is that there are many empty slots, which leads to wasted time. On the other hand, if the number of slots relative to the number of selected tags is low, then lots of collisions can be expected, which leads to more rounds being required to complete the inventory process. The challenge, then, is to develop an algorithm to control that (a) minimizes the total time required to inventory a population of tags by minimizing the number of empty slots and collided slots and (b) gracefully handles a dynamic population of tags. We tackle this problem in the next section.
B. Other Important Factors Affecting Gen2 Read Rates
Although the correct choice of is a crucial factor in achieving high read rates with unknown populations of tags, it is by no means the only factor. We digress here briefly to enumerate other factors that play important roles in determining overall system performance. We look at these factors using the following three scenarios. 1) One reader, one tag: Here, we assume that only one reader and one tag are present. The tag might be affixed to some other object of unknown electromagnetic characteristics and is assumed to have a 0 dBiL isotropic antenna. We assume that there is no interference from other readers or other devices in the reader's frequency band. In such a scenario, read performance is dominated by two fundamental limits. The forward link limit is the minimum power required to keep a passive tag powered up and communicate with it. Today's Gen2 tags require between 25 and 100 W to reliably power up. Experimental passive tags with power-up thresholds as low as 12.6 W have been reported recently in the microwave band [4] . Noting that power transmitted from the reader drops off at , where is the read range, the forward-link limit determines the maximum range at which a passive RFID tag can be reliably read. The other important limit in the one-reader, one-tag scenario is the return link limit. Put simply, this limit is determined by the ability of the reader to reliably distinguish the tag's backscatter signal from its own noise floor. Since a reader's noise floor is implementation dependent, we will instead provide a lower fundamental limit, which is determined by the thermal noise power received at the receiver front end. The thermal noise power at the input to the receiver is given by
where W/Hz/K is Boltzmann's constant, K is the room temperature, and kHz is the double-sided bandwidth of a tag response for a Miller backscatter with . The means that the noise floor is approximately dBm. The signal-to-noise ratio (SNR) required for successful decoding of 128 bits is about 11.7 dB above this for orthogonal, ASK signals. A practical receiver does not have an effective noise temperature of 300 K, but a higher value given by the analog noise figure and the implementation margin relative to a perfect demodulator. Noise figures are usually 15-30 dB above this fundamental limit, meaning that successful tag reading must produce backscatter at the receiver above about dBm. If the tag backscatter power received is lower than this limit, the tag will not be successfully decoded. As of this writing, well-designed passive RFID systems are forward link limited. 2) One reader, many tags: Here we assume that several tags are added to the one-reader, one-tag system. This is the primary case that we will be dealing with in this paper. We will assume that the resulting system is neither forward link limited, i.e., all tags in the field are powered up reliably, nor reverse link limited. We also assume that the signal processing system in the reader can decode any tag that is powered up. We have discussed this case in detail in Subsection IV-A. 3) Many readers, many tags: Finally, we describe the most general case that occurs in practice-many simultaneously operating readers, and many groups of tags passing through readers' fields of view at arbitrary velocities and with arbitrary durations. Such a scenario might be observed at the distribution center of many major retailers, where readers at inbound dock doors are continuously scanning for tags. Read performance in this scenario is affected by several factors. First, the objects which are tagged might be so-called RF unfriendly objects, i.e., they absorb or reflect electromagnetic radiation, leaving the tags unable to be powered up. A second important factor is reader-reader interference [5] . This occurs when several readers are transmitting simultaneously and are visible to other readers in the vicinity. This causes the effective noise power at the input to the reader to be increased substantially, thereby causing tag backscatter signals to be drowned out. This effect can be mitigated by designing reader front ends with sufficient filtering capability to reject co-channel and adjacent channel jammers. Finally, there is the phenomenon of reader-tag interference. Existing Gen2 tags get confused when two or more readers address them simultaneously at carrier frequencies that are less than approximately 1 MHz apart [6] . The primary reason for this effect is that the tags does not possess any degree of frequency selectivity. While this is not a reader issue per se, it is certainly a factor in lowering read rates in the many reader, many tag scenario.
V. ASSUMPTIONS AND NOTATION
We make the following assumptions in our analysis.
• Tags select their slots with a uniform probability in the range . This assumption is reasonable in practice because tags are required to select -bit subsets from the RN16s, which are required to be almost uniform with the probability of any particular RN16 being generated is between and . As an example, consider Fig. 3 which clearly shows that commercially available tags meet this requirement.
• The bit error rate in decoding backscattered signals is zero.
This assumption implies that any tag that can be powered up is decoded with probability unity. This assumption, although counterintuitive, is also reasonable in practice, because typical RFID deployments tend to be forward-link limited. The primary challenge is to deliver enough power to the tags to keep them alive and participating in the protocol. When this challenge is overcome, decoding the response is usually accomplished with unity probability.
• All types of slots-empty, singly occupied, and multiply occupied-require the same time to decode. This assumption allows us to deal with time in discrete units of slots. This assumption is usually violated in practice because interrogators might choose to deal with each of these types of slots differently. One possible approach is to determine slot occupancy by measuring return signal power in each slot and making a decision to process or abandon the return signal in the slot based on empirical measurements. Given this, our analysis will yield a lower bound on the efficiency.
• The interrogator will not end a round prematurely. The Gen2 protocol allows the interrogator to abandon a round at any given time, which can be used in practice to improve read rates when the number of tags is not known a priori. This will not be used in this analysis. We use the following notation in this paper.
• A slot with responses is referred to as a -occupied slot.
• The expected number of -occupied slots when there are tags present and the number of slots is is denoted by . Where there is no chance of confusion, we will abbreviate to simply .
• The time required to decode or decide not to decode a -occupied slot is denoted by .
VI. OUR ANALYSIS
The metric we are trying to optimize is to maximize the number of reads per second i.e., the number of 1-occupancy slots per unit time. A general expression for the expected number of -occupancy slots is derived in Appendix I and reproduced below for convenience. 
Let us denote the number of of 1-occupancy slots per unit time by . This is given by (7) where is the time per slot. Our goal is to find an , and thereby a , such that is maximized. Thus, our optimization problem is succinctly stated as (8) To solve this, we recognize that the logarithm of a function is monotonic with the function as long as the function is always positive. This is true in our case, so we maximize the logarithm of (8) (9) Note that is independent of the time required to decode a slot. Substituting this solution into (7), the efficiency becomes (10)
As
. Without loss of generality, we can assume (i.e., treat time in units of slots). From (10), it is clear that 36.8% of all slots yield decoded tags. This result is identical to that achievable with the slotted ALOHA protocol [2] , where the number of slots is infinite. Finally, as shown in Fig. 4, (10) converges rapidly to . This implies that for any number of tags , a well-designed anti-collision algorithm should read all tags in no more than 2.72 slots on average.
VII. OPTIMAL Q-ALGORITHM
A. Theory
We will now use the result from the previous section to calculate the best value for a round and describe a recursive algorithm to read all available tags in the shortest amount of time. Given a total of tags in a population or an expected number of tags , since an interrogator knows how many tags are Fig. 4 . This plot shows the rapid convergence of (10) to 1=e. This implies that for any number of tags T > 20, a well-designed anti-collision algorithm should read all tags in no more than 2.72 T slots on average.
read per round, we can describe an optimal recursive algorithm to determine the value of for each round. 1) Count the number of tags read in the current round, and set this value to . The first round is .
2) Set
. The seed value for this difference equation is the known number of tags to be read or the number of tags expected to be seen . 3) For round , set and have the interrogator run the round with this value. 4) Repeat steps (1) though (3) until . Given the results from the previous section, the value of will be chosen as the optimal value for round given that the number of tags, is known. If the number of tags which singly occupy a slot are read with , then at the end of the round, the number of total tags in the field is still known and, therefore, the subsequent round, will also have the optimal value of . By recursion, at the end of any round , the total number of tags is known and hence the choice of (from (9)) will always be the optimal choice.
B. Results
In this section, we provide results of applying the algorithm in Section VII-A to a population of tags on a pallet of consumer packaged goods such as cooking oil, peanut butter, soap, and other marvels of the consumer age. The total number of tags in the pallet is unknown, and the reader is set up to read for a fixed duration of 390 ms. This time is chosen so as to be below the 400 ms threshold for frequency-hopping as specified by the U.S. Federal Communications Commission. Setting the time to 390 ms removes frequency as a variable in the read-rate performance of the reader. Additionally, the query command is set up to cause the tags to respond exactly once within 390 ms, in order to ensure that multiple reads of the same tag do not artificially inflate the read-rate. Finally, we expect to see no more than 97 tags in 390 ms because each tag requires approximately 4 ms to be successfully decoded.
Several experiments were carried out. The first set of experiments set the value of to be fixed at one of 2, 3, 4, 5, 6, 7. For each , a single read of duration 390 ms was performed and the slot occupancy of each slot (i.e., zero, single, or multiple) was Tables II and III In both tables, we compute the efficiency as the fraction of singly occupied slots. Some observations from the above results follow.
• For the static Q case, maximum performance is attained at , as opposed to the intuitively appealing value of . allows 128 slots, which would seem to be more than sufficient to accommodate 97 tags. However, as is clear from the table, the number of 0-occupancy slots is about 50% of the total number of slots-lots of wasted time. Better performance is obtained at , while yields similar results as , for a different reason. In the case, the number of multiply occupied slots is higher than in the case, while the number of 0-occupancy slots is substantially lower.
• The efficiency is fairly low resulting in a lower percentage of reads. This implies that the number of tags read is much lower than expected. While this could be due to several reasons, for the one-reader, many-tag case that we are considering in this paper, it is due to a very large fraction of collisions as is seen in the multiple-occupancy column.
• For the variable case, we note that the performance if the optimal algorithm is clearly better than that of the static case. This is illustrated in Fig. 5 .
C. Extending the Optimal Algorithm
In practice, the algorithm in Section VII-A is not always optimal because of the following relaxation of assumptions.
• In some RFID applications, the total number of tags is not known in advance.
• In passive RFID, not all tags in the field will be powered at a given time. Due to the location of the tags on materials, the pathloss from reader antenna to the tag may exceed the power-up threshold of the tag. Furthermore, this threshold may be frequency dependent due to multipath fading. These issues usually contribute to lack of knowledge of the total number of tags in the field. • The lengths in time of the different types of slots are not equal. An efficient RFID interrogator can usually estimate whether a slot is empty, singly occupied or multiply occupied. If a slot is empty or collided, an interrogator only needs to wait a time (shown in Fig. 2 ) before commanding the population of tags to decrease their slot counter.
• With a wireless protocol, multiple occupancy slots can still result in the tag being read. Tag backscatter signals are usually received with differing powers at the interrogator's receive antenna depending on their pathloss relative to the antenna. An interrogator can determine the RN16 of the strongest tag and request that it backscatter the . This phenomenon is known as the capture effect and is discussed in [7] . Given the last two conditions, a new efficiency metric to include these effects must be defined. Let us denote by the probability that a -occupancy slot is successfully decoded as a single tag by an interrogator. Note that it is not important which of the responding tags was decoded, just that one of them was successfully decoded. For example, if , it means that 10% of all two-occupancy slots are successfully decoded by the interrogator. Also, from our assumptions above, . We can then define an extended efficiency as
The times are the times required to decode -occupied slots. We assume that for . This is a reasonable assumption because it does not make sense for the interrogator to expend cycles distinguishing various types of collided slots. Referring to Fig. 2 , we note that an optimal interrogator Fig. 6 . Plot of the efficiency versus number of tags using the formula in (9), a rounded version of this (required for the Gen2 protocol) and the integers that bound it. This figure shows that the choice of Q calculated is optimal when all types of slots (empty, single occupancy, multiple occupancy) are equal in time. Note that there is some loss of efficiency due to the Gen2 protocol requirement that a round must have a number of slots equal to a power of 2.
will have and time to backscatter the . The actual value of depends on the particular mode of operation of Gen2 and is fully specified in [1] . Further, note that (7) is a special case of (11), where for and . The optimization problem is the same as before [ (8)] (12) Since is a fractional sum of exponential terms, (11) does not admit a simple closed form analytical solution. However, (11) provides the ability to incorporate real-world measurements of tag-backscatter power into a read-rate calculation and thereby provides an empirical predictor of expected read rates in various use cases. The next section uses numerical analysis and real-world data to look at this (11) in more detail. Fig. 6 shows a plot of a numerical simulation of for various values of and an value calculated from (9) . Simulated tags were randomly associated with a slot and the probability of being able to read tags was 1.0 for 1-occupied slots and 0.0 for -occupied slots for . Ten thousand runs for each value of were executed to keep the variance on the estimate of the efficiency low. Two other curves were calculated for values one higher (i.e., ) and one lower (i.e., ) than (9) . It is readily apparent that using a rounded approximation of (9) is a good approximation to the optimal solution up to the quantity of tags shown here, 512. The limit on the number of tags were chosen to represent the maximum number of tags which would conceivably be in the read field of an interrogator in a given protocol round. Any loss of efficiency is due to the coarseness of trying to make the number of slots in a round a power of 2. Investigating the case when multiply occupied slots can be read with nonzero probability, consider (11) with . It can be simplified to yield (13) because . This is definitely greater than from (7) . Therefore, the efficiency of reading can be improved over if tags can be read in collided slots (i.e., captured). Intuitively, this should be possible if the margin in backscatter power of a single tag over the rest of the population exceeds an implementation-dependent threshold.
D. Simulation Results of the Extended Algorithm
Measuring : An experiment was conducted to get a feel for the magnitude of the signal difference between two tags to observe the capture effect. We measured the receive signal strength of an orthogonal ASK Miller decoder to be able to resolve a single tag response from two that are simultaneously responding (i.e., to look at ). Two tags were individually placed in isolated metal boxes with near-field antennas and a variable attenuator was included in the path to one tag box to be able to systematically vary the relative power between the tags from the perspective of the reader receiver. The data from this experiment is shown in Fig. 7 . For a relative attenuation of about 3-4 dB, the receiver is able to successfully distinguish one tag's RN16 from the other. This experiment gives us a feel for the capture effect.
One more piece of experimental information is required to be able to calculate , that being the distribution of tag power in a specific application. This distribution will have moments that depend on the material tags are adhered to, the environment and the pathloss of the reader to the tag population. If we assume each tag has a identical and identically distributed (i.i.d.) probability distribution function , centered at a mean power, , with respect to received signal power (14) for coefficients , these coefficients will be determined by higher order integrals. For the purposes of illustration, let us consider the case where double occupancy has a nonzero , while all higher order coefficients are equal to 0. That is (15) A plot of this efficiency for various values of is shown in Fig. 8 . As can be seen, a significant improvement in efficiency can be achieved by simply being able to decode two-occupancy slots. Therefore, from an interrogator-design perspective, designing in sufficient signal-processing capability to be able to successfully decode at least a two-occupancy slot offers improvements in efficiency of up to 50%.
VIII. CONCLUSION
Our analysis of the efficiency of the MAC subsystem ISO/IEC 18000-6C RFID air interface showed that an algorithm exists to achieve optimal read rates from a population of RFID tags. Starting from a general slot occupancy probability distribution function, we defined the optimization problem for maximizing read rates and calculated the analytical solution. This solution converges to the Slotted ALOHA result when the number of slots approaches infinity. One source of practical loss of efficiency was the requirement of the Gen2 specification to specify slot lengths be equal to a power of two rather than any integer. In light of practical optimizations, we generalized the efficiency function to include unequal times for different slot occupancies afforded by the Gen2 specification. A further generalization was considered to include the fact that typical wireless systems exhibit the capture effect. From this observation and experimental support, the efficiency function was evaluated to show that at least a 50% improvement in efficiency can be achieved by reading tags in collided slots. Methods of disambiguating two-occupancy slots to successfully decode at least one tag merit further investigation, and are the subject of our future research efforts.
APPENDIX I DERIVATION OF
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